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Pleinfeld, Febr. 15th 2018

The new European  General Data Protection Regulation (GDPR) will come in to
force on 25 May 2018. It raises the bar in terms of  ‘proof of data protection’.This at
a time when Virtualaze sales partners and customers are increasingly relying on
cloud services…. usually in the form of so-called multi-cloud environments. With this
document Virtualaze provides a little more clarification.

The  trend  of  the  Cloud  use  is  booming  in  every  economy,  or  so  the  Bitkom
association survey stated in March of this year.  Approximately two thirds of first
world companies use the cloud,however, the term Cloud is misleading. There is no
Cloud, but only a multitude of services from different cloud environments. Modern
IT organizations or enterprises run private clouds, complementing them with SaaS
offerings, cloud backup and recovery services, resulting in a complex hybrid cloud
environment.

In addition, there are individual company departments with their own IT budgets
that use or subscribe to cloud-based industry solutions (ERP, CRM, etc.), file-sharing
and storage services  or  other tools.  In  addition,  there are smart  end users who
usually tailor cloud services for their own needs - keyword: shadow IT.

The  blossoming of  the cloud has created a  parallel  world  of  data  storage.  Any
overview is quickly lost here: IT will soon no longer have an overview of the apps,
services,  data  storage  and  access  rights  in  use.  This  development  is  dramatic
because in the age of digitalization, data has long since become a company's most
important asset.

The  situation  is  now  aggravated  by  the  fact  that  from  May  2018,  European
legislators will  be demanding significantly stricter,  auditable proof of the correct
handling of data - at least personal data - and will punish violations with heavy
fines.

There are two possible solutions to provide the necessary overview and thus the
basis for GDPR conformity:

With the digital Virtualaze Workspace, companies can bundle employee access to
all apps, data and services.

By means of digital workstations such as those provided by the Virtualaze platform,
employees can access all their resources from any terminal device via native access
software or a uniform web interface. This enables centralized control of all data calls
and movements.
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The Virtualaze Web/Gateway, one of the main functions of the Virtualaze UnifyPlus
product, provides a smart connection between traditional on-premise IT and cloud
services. All accesses to cloud services run SSL or proprietarily via the RAP protocol
encoded over the gateway or directly connected to the Virtualaze application server
(s). This enables IT to enforce measures such as access restrictions and at the same
time make it much easier for end users to access and use the cloud or network.

Virtualaze Unify is a stand-alone solution, working in combination with Virtualaze
Cloud, which makes it easier to control data usage across multi-cloud environments.
The ongoing access logging of network traffic not only increases the security level,
but can also provide a solid basis for auditable data protection as required by the
GDPR legislation. Important in this context is the fact that Virtualaze has no access
to this data, but the administrator of the operator of the Virtualaze solution does.

For  technical  support  reasons  Virtualaze  also  records  with  so-called  log  files
whether the Virtualaze services and conditions have been fulfilled. This data is at the
discretion of the Virtualaze solution operator. Virtualaze has no access to this.

Legal notice
Link:  https://en.wikipedia.org/wiki/General_Data_Protection_Regulation

This document serves as a general overview of the basic EU Data Protection Regulation
(GDPR) and is not intended as legal advice. 

Virtualaze also does not provide any legal, accounting or audit-related information. It is
the customer's responsibility to comply with applicable laws and regulations, including
GDPR.  Clients  are  solely  responsible  for  the  interpretation  and/or  procurement  of
competent legal advisors with respect to compliance with all relevant laws and regulations.
Any products or services described do not guarantee compliance with laws or regulations.

About Virtualaze

Virtualaze is a German 'high-end' server application Virtualization software development
company.  With  hundreds  of  man-years  software  development  expertise  our  aim is  to
simplify the deliver,  cost  and management of the global virtualization phenomenon. In
addition to new hardware there are millions of legacy computer devices world-wide all
capable of delivering an HTML5 browser. By adopting Virtualaze, these devices can give
the user unique access to the most powerful Windows Apps. They will also benefit from
the latest server-side Data and Security protocols available. By mobilizing Virtualaze we will
all help towards saving the environment by delivering a technology that extends the life-
cycle of computer hardware whilst reducing the reliance on new hardware devices.

To learn more, visit: http://www.virtualaze.com
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